EMERGING TECHNOLOGIES

Understanding the
Disruption Ahead
AN INTRODUCTION FOR CORPORATE DIRECTORS
APRIL, 2019

Dear ICD members,
We are proud to present this introductory guide for corporate directors on the
challenges raised by new technologies.
The Board of Directors of ICD Quebec has set up an ad-hoc technology
committee to better understand the impact new technologies will have on the
role and responsibilities of directors. This committee is today releasing this
introductory guide which covers the following elements:
A description of eight emerging technologies
The stakes and opportunities for our businesses
Key issues that boards should focus on
We would like to thank the leader of the Ad-hoc Technology Committee,
Ms. Estelle Métayer, and the members of the committee who contributed to
the development of this guide, all of whom are experienced corporate directors
and experts in technology companies.
We hope that this document will be useful to you in your role as directors. This
conversation is just beginning as we will continue to feed it with our activities at
ICD, and the expertise of our members.

ANNIE THABET
Chair of the Board, ICD Quebec

CLEMENS MAYR
Chief Executive Officer, ICD Quebec
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INTRODUCTION
Overseeing company strategy is one of the board’s
most critical roles. Today, that cannot be done without a
working knowledge of emerging technologies, as they
are a critical tool shaping the future of industries and
allowing companies to remain competitive. The board
needs to be able to understand how the company is
planning for the future, how emerging technologies are
empowering or threatening tomorrow’s strategies and
how it’s managing associated risks, such as data privacy,
cybersecurity and talent acquisition. To start with, the
board may wish to focus on three larger themes, outlined
below:
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Understanding key emerging
technologies
Discussions with the CEO and senior management are important to focus the board’s attention on key technologies.
Board members will want to understand which emerging technologies are on management’s radar and which
technologies are most relevant to the company’s strategy, operations and customers. Board members will want to ask:
	Do those emerging technologies drive a competitive
advantage in our industry? Are they likely to shift the
existing business model significantly?
	Is the CEO taking an active leadership role in the
company’s use of emerging technologies?
	Who decides which technologies to focus on? Are
any external parties consulted?
	What criteria does management use to evaluate
technologies? How does management prioritize
them? Is it a systematic process? Does management
consider the greater business context?

	Does the company want to adopt a proactive
approach or maintain a purely defensive position?
	Does the company have an emerging technologies
road map? How is it kept up to date?
	Is the company prototyping and test-piloting any new
technologies to better forecast their impact?
	Does the board agree with management’s
prioritization of technologies?

Increasing all parties’ knowledge
of technologies
Board members can use internal company resources to build their knowledge about the key technologies. They
can also turn to third parties for help. They should ensure that appropriate time is spent on technology education,
which can include making time on board agendas or even holding special meetings to do deeper dives on emerging
technologies. Board members will want to ask:
	Who does management collaborate with and what
activities do they engage in to raise their technology
knowledge?
	What process has been in place to pick the signals
that an innovation is catching on with customers?
	Do they tap into the startup, venture capital and
technology labs communities, as well as other third
parties?

	Has the board included technology in its skill matrix
when looking for new directors?
	Does the board include directors with the appropriate
skills to oversee technology?
	Does the board have access to the expertise outside
the boardroom?

	Are board members spending enough time raising
their technology knowledge leveraging management
or third parties?
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Building technology into
the board’s strategic oversight process
The pace of technological change is swift. Directors will want to understand and agree with management’s plans to
track, and act on, key technologies. By including these technologies in regular strategy reviews, the board can stay
current and address related risks. Board members will want to ask:
	How does the board ensure the company has a
sustainable and competitive innovation strategy?

	Does the company’s broader business strategy reflect
any needed changes?

	How do the key technologies drive growth against
competitors? What about new competitors?

	How will the board monitor whether the company
is successful with its chosen technologies? Which
metrics will it use?

	What is the company’s action plan, timeline and
estimated cost for focusing on these technologies?
Who is accountable for the plan?
	New technologies will have an impact on customer
engagement, operations, people and compliance.
Has the board evaluated the impact of these
technologies?
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A board primer on essential
emerging technologies
Every company and industry is affected differently by technology. Here is a selection of emerging technologies that will
have a significant global impact across industries. We have identified for each of the eight technologies, questions that
the board may want to ask management. In addition to those, here are five questions that should be asked before all
technology implementation or investment:
	What are our competitors doing in this area?
	What are the risks associated with the technology,
including the potential cyber and data privacy risks?
	Do we have people with the technical expertise and
digital skills needed for us to invest in emerging
technology?
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	How does this new technology fit with other
emerging technologies we are investing in?
	Have we considered pilot projects in low-risk markets
to evaluate the adoption and success of a new
technology?

ARTIFICIAL INTELLIGENCE (AI)
AI is an umbrella term for technologies that perceive
and learn from their environment, then act based on that
information. AI includes robotic process automation,
machine learning, natural language processing,
conversational computing and neural networks, among
other technologies. The most critical difference between
AI and general-purpose software is that AI enables
machines to respond on their own to signals from the
world at large, signals that programmers do not directly
control and therefore cannot anticipate. Using software
algorithms, these devices can perform tasks that would
normally require human intelligence. AI enables machines
to sense their environments, think, learn and respond
on their own, becoming increasingly autonomous. As
a result, AI can reduce the amount of work humans are
faced with every day.
Here are some questions board members can ask
management about how AI will fit into the company’s
strategy:
	Have we considered how AI could transform our
products or services and which aspects of our
business could benefit from increased automation or
machine learning?

	Have we considered the potential efficiency and
productivity benefits that may come with adopting
AI?
	Do we have the computing power and infrastructure
to support the use of AI? Do we have the digital skills
and talent to move forward?
	How will we gain the trust of our stakeholders if we
use AI? How can we ensure that biases do not alter AI
decisions?
	Have we investigated the role of conversational
computing in shaping the way we communicate with
our customers?
	Do we have established practices and controls in
place to minimize any reputational or other risks?
	Have we properly identified the impact this will have
on our current work force?
	Have we thought about how we would use data
collected by AI?
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AUGMENTED REALITY (AR) AND VIRTUAL REALITY (VR)
VR creates a simulated immersive world, while AR technology adds new layers of information to what is real. VR is
a technology that generates highly realistic images and sounds that transport users to alternative settings. In this
computer-generated simulation of a 3-D image or environment, users are immersed in their own “virtual reality,”
where they can interact with the simulation in realistic ways. AR, on the other hand, provides an experience based
on the user’s actual environment, amplified by computer-generated sensory input, such as sound, video, graphics or
location data.
Here are some questions board members can ask management about how VR and AR might fit into the
company’s strategy:
	How might AR and VR have an impact on our
company’s products or services? What new business
opportunities could these technologies create?
	Are our competitors starting to use AR and VR
technologies? If so, how?
	Can we use AR and VR to improve our business
processes, such as logistics, maintenance and
marketing, or to enhance employee training and
experiences?

6

	How can we increase the skills of our work force
related to these technologies?
	Do we understand the hurdles to adoption and use of
these technologies, including necessary upgrades in
hardware and operating systems?
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DRONES
Drones are small aircraft without a human pilot. Many
focus on the potential for drones to deliver parcels, but
data collection and data service may be where they make
their mark. Drones extend existing aerial photography
and sensor data collection methods. As drones start
working with other technologies – and other drones –
more opportunities will develop. For example, using
drones and 3-D modelling software can help road and
railway operators in the design phase. Working together,
these technologies can provide precise geospatial
data, limiting the need to adjust plans and designs and,
ultimately, reducing costs.

Here are some questions board members can ask
management about drones:
	Can we use drones in any part of our business to
replace expensive, time- and labour-intensive tasks,
particularly those that are hazardous?
	Have we thought about how we could use drones to
collect data and what we might do with that data?
Could it help in decision-making? Would the data be
valuable to our current or future customers? Could
that data help us expand our business model or
customer offerings?
	Have we assessed the related risks of drones,
particularly the legal and regulatory aspects?
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BLOCKCHAIN
Blockchain is the first digital medium for value, just as
the internet was the first digital medium for information.
Blockchain offers a decentralized ledger of all transactions
across a peer-to-peer network. It is therefore a digital
record-keeping tool that generates trust between parties
without the need for an intermediary. It can be used for
fund transfers and tracking online voting, without the
need for a central certifying authority, such as a bank. It
can also be used for recording physical transactions, such
as those in a traditional supply chain, allowing executives
to use smart contracts. Encryption helps minimize
vulnerability to hacking, preserving data integritys.

	What would our blockchain business model look like?
Would we use a public or private blockchain? How
much would it cost?

Board members who want to start a strategic
conversation about blockchain technology can ask:

	Have we discussed how to audit blockchain
technology to ensure trust in the system?

	How does blockchain fit into our broader digital
transformation agenda?
	Do we have the systems, technology and talent to
support blockchain technology? What controls do
we have in place? What are our backup businesscontinuity plans if blockchain goes down?
	How does blockchain fit into our data protection
strategy?

	How is our industry likely to be affected by
blockchain?

	What are the regulatory, compliance, accounting and
other business issues blockchain could pose?

	Have we thought about how we could use blockchain
technology and considered the pros and cons?

	Are there realistic alternatives to blockchain that
should be considered?

	What are our competitors doing? Are they filing new
patents? Are new industry partnerships taking placed?

	Will we be the disruptor or the disrupted? Or a fast
follower?
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INTERNET OF THINGS (IoT)
Physical objects such as devices, vehicles or appliances are embedded with sensors and software that are connected
to the internet. The objects can then collect, exchange, and act on data, usually without human intervention. The IoT
refers to the connection of all kinds of devices to the internet and to each other. It’s a network of connected devices
that spans two overlapping areas. The first is smart, connected products and services, including consumer devices like
smart watches. The second involves the collection of data to improve business performance. This includes the industrial
Internet of Things, when manufacturers and other industrial companies collect and analyze data from equipment,
machines and other sources. With this data, they can improve processes, predict and prevent problems, and ultimately
create superior ecosystems for new products and services.
Here is what board members can ask management about how the IoT might fit into the company’s strategy:
	Are there ways we could effectively leverage the consumer or industrial IoT?
	How might IoT affect our company and industry?
	Are we thinking about how other new technologies, such as AI and virtual reality, could also be integrated with the
IoT?
	Should we invest in the consumer or industrial IoT, and, if so, how might they change our business model and
strategy?
	Do we have a risk strategy for consumer and industrial IoT in place?
	Is there a business opportunity to use the data collected from sensors and connected devices in a consumer and
industrial IoT ecosystem?
	What role might our company play in a new industrial IoT ecosystem?

8

ICD

6

I

F EB R UARY

5,

2019

3-D PRINTING
Three-dimensional (3-D) printing has the potential to turn every large enterprise, small business, and living room into a
factory. 3-D printing, also known as additive manufacturing, is a process that allows solid, three-dimensional objects to
be produced from digital models. These objects are created by building successive layers of material into a final 3-D
piece. 3-D printing was initially viewed as an efficient prototype generator. Its use has since expanded to production of
finished, market-ready goods. 3-D printing could alter supply chains and remake manufacturing processes dating back
to the beginning of the Industrial Revolution.
Here are some questions board members can ask management about 3-D printing:
	If we are building a new factory or modernizing
a current factory, are we considering the impact
of new technologies in our plans? Has the
company considered how it plans to modernize its
manufacturing processes generally?
	Could 3-D printing help our company digitize our
manufacturing processes, or improve parts and
assembly, by simplifying them or collapsing them into
fewer or single components?
	What are the cost implications for factory assets, as
well as the impact to supply chain costs, including
lead time, required inventory levels and raw
materials?

	How will 3-D printing affect our supply chain? What
raw materials will be used and where will they be
sourced?
	What is the reliability of the machinery? How long
does it take to 3-D print the product? How do we
maintain and secure the machinery and train people
to use it?
	Have we assessed the risks related to 3-D printing,
including intellectual property protection and
counterfeit parts?
	Is management encouraging its engineering teams to
try out these new techniques?
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ROBOTICS
Robots with enhanced sensors, controls and intelligence can be used to assist, augment, or automate human activities.
They are moving beyond the factory floor. Robots now interact directly with customers and employees. At one time,
robots could function only inside tightly controlled and structured environments. Now they can handle dynamic, less
predictable settings. Thanks to sensors and smart technology, new-generation robots no longer pose the same safety
risks to their human “collaborators.” The new robots can “learn” skills through trial and error, mimicking the way
people learn new tasks and are no longer single- task machines.
Here are some questions board members can ask management about robotics:
	Have we inventoried our processes and identified
repetitive, mundane or undifferentiated tasks done by
humans that could be carried out by robots?

	Have we explored what gains in productivity,
efficiency and waste reduction we could achieve by
deploying robots in various operations?

	Were any automation efforts shelved in the past
because of high cost? If so, would they be viable
now?

	Have we properly identified the impact this will have
on our current work force?

	Are there tasks that we do not perform because they
are not core to our business, but would make sense if
we could do so economically?
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	Are there tasks that require high precision and
dexterity that would be difficult for humans to
perform?

CLOUD COMPUTING
Cloud computing involves using the Internet to gain access to hosted computing power that can often lead to lower
cost, faster implementation, more flexibility, and greater accessibility. A cloud solution also provides advantages
because it uses standardized platforms and the latest technologies. Where relevant, the board should understand how
such initiatives are managed, the cost-benefit considerations, and the related security and regulatory risks, among
other issues.
Here are some questions board members can ask management about cloud computing:
	Do we have an overall cloud strategy?
	Are we using a private or public cloud? What are the
benefits or downsides?
	What controls have been put in place to ensure our
strategic digital assets are protected?

	Are we in compliance with regulations governing the
protection of private data?
	Do we have contingency plans in case the cloud
service goes down?

While emerging technologies affect the entire business, too often, the CIO and his or her staff are the only ones
involved. Emerging technologies will affect strategy, customer engagement, operations, people and, importantly,
compliance. The CEO, business unit leaders, legal counsel and other senior management need to be involved in the
discussions. The board as a whole, but also its individual committees, have a role to play in shaping the technology
strategy, and its consequences for the organization. Today’s boards must keep abreast of the opportunities and risks
that come with emerging technologies and surround themselves with the needed expertise to be able to oversee
management’s decisions regarding the investments that are most likely to create strategic opportunities.
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TO LEARN MORE
Chartered Professional Accountants Canada-20 Questions Directors Should Ask About IT
https://www.cpacanada.ca/en/business-and-accounting-resources/other-general-business-topics/ informationmanagement-and-technology/publications/20-questions-on-information-technology
Deloitte- Bridging the boardroom technology gap
https://www2.deloitte.com/insights/us/en/focus/cio-insider-business-insights/bridging-boardroom-technology-gap.html
McKinsey- Adapting your board to the digital age
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/adapting-your-board-to-the-digital-age
NACD- 2018 Governance Outlook: Projections on Emerging Board Matters
https://www.nacdonline.org/insights/publications.cfm?ItemNumber=50973
NACD Technology brief- Risk and Opportunity, a Board Primer on Blockchain
https://www.nacdonline.org/insights/publications.cfm?ItemNumber=59239
NYSE- Hot topics in technology
https://www.nyse.com/corporate-services/nysegs/hot-topics/technology/right-time-for-board-technology-committee
PWC- What should corporate boards know about new technologies?
https://www.pwc.com/us/en/services/governance-insights-center/library/technology-hub-essential-eight-overview.html
	Robotics
Drones
Internet of things
Virtual and augmented reality
Artificial intelligence
Blockchain
3D printing

THE COMMITTEE
This guide was prepared by the ad-hoc Technology Committee which was created by the board in order to think about
the impact of new technologies on the roles and responsibilities of corporate directors. We would like to acknowledge
and thank the committee members:
JS Cournoyer
Co-founder, RealVentures, Board member ElementAI,
Tenstorrent, Automat.ai, Avidbots, integrate.ai,
Mindbridge.ai, Landr

Estelle Metayer (Chair)
Board member, BRP, Audemars Piguet, and advisory
board member, Ricardo Media, Groupe Sélection and
LifeScore

France-Anne Fortin
Partner at PwC specialized in Risk Assurance Services

George Morin
Corporate director

Michael Hanley
Corporate director, Board member, BRP, Industrielle
Alliance, Shawcor, LyondellBasell

Paul Raymond
President and CEO Alithya, President of the Board, AQT

Marie-Josée Lamothe
CEO Tandem International, Board member, LightSpeed,
Le Groupe ALDO, OSMO and Reitmans Canada.
Audit committee member, ESDC - Treasury Board of
Canada

Guylaine Saucier
Corporate director

About the IAS Québec Chapter: The mission of the Institute of Corporate Directors, Section du Québec, is
to bring together and represent directors in Quebec while promoting excellence and efficiency within boards
of directors in order to strengthen the governance and performance of for-profit businesses and not-for-profit
organizations.

www.iasquebec.com/en/

